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The concept of virtual university has grown rapidly, in the last few years.
The cost of multimedia computers becoming lower and the use of the
World Wide Web being more common and cheaper has helped to this
evolution.

Many studies have been done about the definition of user friendly interfaces,
the presentation of the material by the teachers [1], the need of some kind
of human interaction [2], the user support services [3] and of course also
about the advantages of life long learning[4].
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However, the definition of a virtual university also requires an understanding

of not only the different components of distance education but also of the

properties that the internet offers [4] and those characteristics which it does not offer, like security and privacy. If
we define a way of providing users with security and privacy, then we will be able to create a university, in which
the main interaction channel is the web, and where the user needs not to use any other element of
communication, such as fax, telephone or mail.

Therefore, we can say that a virtual university is competent, if it can provide the following properties
- confidentiality: which provides privacy in the messages using encryption techniques;

- authentication: which determines the origin of a message and provides some kind of assurance that it has
not been sent by an intruder in the name of the sender;

- integrity: which ensures that the message sent is the same as the data received, i. e. the information has not
been altered during the communication;

- non - repudiation: which means that the sender cannot later deny the authorship of the message sent.

All these properties can be guaranteed by establishing a Public Key Infrastructure (PKI)[5, 6].

Basic concepts

A PKl is a complex system which uses public key cryptography and digital certificates [7] to achieve security in
communications. A PKI is based on public-key cryptography [8]. This kind of cryptography states that each entity
in a communication has a pair of keys : a public and a private one. Any data encrypted with a public key can only
be decrypted by using the corresponding private key. The public key is publicly available while the private one is
only known by the entity to which the pair of keys belongs. To be sure that a certain key pair really belongs to
only one person it is necessary to use a specific ""document™ which binds a public key to one person. Such a
document is called a "'digital certificate™. When a certificate is generated, it is installed in the browser of the user.
The private key is stored in a database, which is (normally) located on the user‘s hard disk. The user must
remember only one password: the one that protects his or her database.

1 Use of a PKl in a Virtual University

In this section will be described first the elements of a PKI inside a virtual university:

- certificate, directory and timestamp servers, personal security elements and the user components.
- policies

- professionals

and second the use of digital certificates within it in order to obtain the properties described in the introduction.
For example

- digital signatures of documents for obtaining the property of non-repudiation
- encryption of data for the needed confidentiality
- timestamp files in order to determine the existence of objects at a particular point of time.



1.1 Elements of a Virtual University's PKI

A PKI consists of policies, services and professionals. A policy is a plan of action proposed or adopted by an
entity. There are four classes of professionals involved: agents, administrators, designers and end-users.
Agents are responsible for the successful interaction between users and services, while administrators are
responsible for auditing the services. Each service includes programs for the interaction of users, agents
and administrators with the services. These programs are defined by the designers. Finally, we have the
end user, who uses every service according to his necessities. He or she interacts with every program
defined by the designer and with the servers included in the virtual university. Students, teachers, tutors
and administration personal are defined as being end-users.

The components of a PKI for a virtual university will be described in the following five sections.

1.1.1 Certificate Service

A Certificate Authority (CA) is the most important component of a PKI because it is the entity that issues,
manages and revokes certificates. Through the certificate service, users of an intranet can apply for
certificates and obtain and install them in their computers. In the university, net users trust this CA and the
generated digital identifications.

1.1.2 Directory Server

A directory service is a collection of software which is used to store information about the organization.
The goal of this service is to keep university data , so that it can be retrieved later when searching for this
information.

In a virtual university the directory server is used to store the data of the users obtaining and using
certificates. It is also possible to use several directory servers working in conjunction.

Certificate and directory are two services which may be used together to obtain digital identifications.
Normally, people studying at a virtual university do not possess a large degree of computer knowledge.
Due to this, the process of applying and obtaining a certificate must be designed to be as simple as
possible, with interfaces that are easy to use, thereby allowing the user to need as little information as
possible. For example, when applying for a certificate, the user normally has to provide a lot of information
about his or her locality, state, country, e-mail, telephone number, etc. Users normally doubt how this
information should be specified. According to this, it is better to ask the user for simple information, for
example pertaining only to their name and identification number, and acquire all other needed
information from the data saved in the directory server. An example of this model could be read at [9].

1.1.3 Timestamp Server

A Timestamp Server is necessary in the case of there being a need to determine the existence of a
document at a particular point of time.

For example, there are circumstances in which it is necessary that many students take the same
examination on the same day, yet at different places. As it is important to ensure the fact that each
student has to have the same chances, all examinations should be sent before and after a specific time. In
such a situation it is necessary to timestamp each document, meaning that after writing an examination,
the student signs it digitally, using his or her valid installed certificate, and then sends it to the Timestamp
Server (TS). The TS checks the signature to determine if it really belongs to the student, and, if so, adds a
timestamp to it, thereby singing it once again. Afterwards, the TS sends it to the student and to the
examination group (EG). Each TS keeps a database with document, user and time. The EG receives the
signed document from the TS, verifies the signature and obtains the examination of the student with the
corresponding timestamp.

This server can be used in order to[10]:

* have a trustworthy time server in an IP-net

* include the date and time in a digital stamp bound to any digital object

» produce a digital timestamp for any valid document sent by any valid client



1.1.4 Personal Security Elements

Smart cards, diskettes and even hard disks can be used as personal security elements for storing private
keys.

1.1.5 User Components

User components describe the different elements and resources that are available at the university for the
user, like chats, newsgroups, e-mail programs and learning material. The tools necessary for applying,
acquiring and using certificates are also part of this section.

1.2 Use of Certificates

In the following, we will explain the different uses that certificates have within a virtual university.

1.2.1 Authentication

When logging into a virtual university, the user normally has to provide his or her username and password
(basic authentication). It is possible that for specific resources a password may also be required. This is a
problem for the user, who is forced to remember different passwords. From the security point of view, we
know that all information sent over a TCP/IP network passes through various computers until its
destination is reached. An eavesdropper may see, change or alter the data being sent. Basic authentication
may serve as a good example for such an attack, passwords (if not encrypted) are sent in clear over the
network. Therefore, we propose the use of a single sign-on solution (SSO) based on certificates (strong
authentication) and on the Secure Socket Layer (SSL) protocol. This solution consists of a one time
authentication to the server, which thereby permits access to all the resources without any additional
passwords. The strong authentication is based on the fact that the user has a certificate and on the fact
that the user knows the password that protects his or her private key. Although in this kind of
authentication a password is also needed (to gain access to the private key database), this does not
indicate a possible danger because the password is not sent over the network. The private key is normally
stored in the local computer.

Users in a virtual university are divided into groups, such as students, teachers, tutors and university
administration. Subgroups are also included in order to distinguish, for example, between students of
different careers and/or different semesters. The Access Control Lists (ACLs) are used to determine which
group has access to which resource and if authentication is needed and, if so, to request for it. Using the
installed certificate of the user, the server will be able to determine the user’s identity and by using the
directory server ascertain the group and whether or not the access may be accepted.

To conclude, the following are clear advantages to this kind of authentication:

» users have only to remember one password

e passwords are not sent over the network, avoiding security risks

» installed certificates enable users access to the virtual university and all its resources

1.2.2 Digital Signatures

The use of digital signatures helps to prove the origin of data (authentication), verify whether the data has
been altered (integrity) and determine whether or not the apparent sender is also the actual sender of the
data (non-repudiation).

Digital signatures can be used to determine:

» authorship of resources, exercises, books

* sender of e-mails

» applications for information

*  subscription to newsgroups

* identify documents within the university administration



The procedure for signing consists of giving the password that protects the private key’s database and in
using the private key to encrypt the data. The receiver decrypts the data using the public key of the sender
and in this way verifies the sender’s signature.

1.2.3 Encryption of Data

Encryption provides confidentiality within communications, that is to say privacy in the messages and data.
It is valuable for the following procedures:

» sending credit card numbers for paying the university tuition

» sending personal / private information to the university administration

e using e-mail

» obtaining the results of exercises and examinations confidentially

o distributing research results

* authorizing personal data of students only to specific people

» notifying specific people of private events

In order to encrypt data using certificates, the sender uses the public key (stored in the certificate) of the
receiver. Encryption can also be combined with digital signatures in order to obtain its properties.

1.2.4 Timestamping Files

Timestamping can be used when doing partial examinations on-line, in situations in which the teacher
states the time of begin of an examination, and makes the exercises available to all the students. In this
situation all students must have the same chances: they all receive the examination at the same time, they
have the same amount of hours to finish them. Results sent after the deadline are not to be considered.
Timestamping can also be used successfully for the following situations:

» application to the university administration

* enrolment in courses with a limited number of students

2 Conclusion

In this preprint, we have presented the different components of a PKI integrated into a virtual university.
We have also proposed the use of digital certificates for encrypting and signing information, for
authenticating documents used by and within the virtual university and its resources and for timestamping
documents and files. The benefits of the use of PKI inside a virtual university are clear. Now, it needs only
to be studied how the interfaces for obtaining certificates and using them will be defined, enabling users
a trouble-free period of adaptation to this new tool.
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